Cragside Church of England Primary School

Shine Bright in Computing

Curriculum Overview 25-26

Digital Literacy including Online Safety

Year 1

Year 1
2BeSafe

Year 2

Year 2
2BeSafe

Self-lmage and Identity
Feeling sad, embarrassed
or upset online

Trusted adults for support

Self-Image and Identity
Images online and offline.

Issues online

Feeling sad, worried,
uncomfortable

Online Relationships
Permission

Adult support
Respect

Feelings online

Online Relationships
Communicating through
technology

Risky behaviour

Personal information

Online Reputation
Online information

Trusted adults

Online Reputation
Online information

Consent

Support

Online Bullying
Online behaviour

Online Bullying
Bullying

Feelings

Support

Managing Online
Information
Information using digital
technologies, e.g. search
engines, voice activated

searching).
Likes/dislikes
Real/make believe

Getting help from a trusted
adult

Managing Online
Information

Search engines.
Navigating

Voice activated searching

Health, Well-being and
Lifestyle
Rules online

Health, Well-being and
Lifestyle
Guidance for using
technology in different
environments and settings

Rules / guides for support

Technology Around Us (4

weeks)

e  Understanding

what
technology is

e  Recognising
technology in
the local
environment
and wider
world

Privacy and Security
Passwords.

Personal information

Permission

Privacy and Security
Passwords and protection

Private information

Rules

Copyright and Ownership
Technology belonging to
me.

Saving under a suitable
titte / name

Work created by others

Copyright and Ownership
Content and belonging




Support

Year 3 Email (6 weeks)

e  Composing
and replying
to emails

e  Opening and
sending
attachments

e  Using email
safely

Year 3 Self-image and Identity
2BeSafe Identity
Representing online.
Identity
Year 4
Year 4 Self-lmage and Identity
2BeSafe Identity online/offline

Positive/negative
interaction

False pretence

Permission and consent
Pressure

Support

Online Relationships
Likes and interests

Online and offline
relationships

Trusting online/offline

Feeling nervous,
uncomfortable or worried

Protecting feelings.

Giving and gaining
permission

Online Relationships
Strategies for safe and fun
experiences

Respect online

Healthy and unhealthy
online behaviours.

Sharing content online.

Online Reputation
Searching for information
about others online

Personal information

Online Reputation
Searching online

Created, copied or shared
information

Online Bullying
Behaviour online

Bullying behaviour

Support.

Online Bullying
Feelings online

Ways people can be
bullied through a range of
media

Content posted and
reputation

Imaginary information,
‘made up’ or ‘make

believe’ and things that are

‘true’ or ‘real.’

Managing Online

Information
Search engines
Autocompletion
Selling and buying online
Difference between a
‘belief’, an ‘opinion’ and a
fact

Opinions online

Support from a trusted
adult
Effective Searching (4
weeks)
. Using a
search engine
e  Search
rankings
e  Reliable
searching
e  Search
algorithms

Managing Online
Information
Judgements

Decisions

Searching for information
and accuracy

Health, Well-being and
Lifestyle

Too much time using

technology and negative

impact

Age restrictions

Pressure

Health, Well-being and
Lifestyle
Using technology as a
distraction from other
things, in both a positive
and negative way

Limiting time on
technology and strategies

Devices connected to the
internet

Privacy and Security
Strategies for creating and
keeping passwords
private.

Trust
Pressure

Collected and shared
nformation

Privacy and Security
Strategies for keeping
personal information
private

Trust in the intemnet

Supervision

Copyright and Ownership
Copying work

Permission

Fair/unfair

Consequences

Copyright and Ownership
Searching on the internet

Ownership

Permission f




Year 5

Year 5
2BeSafe

Self-Image and Identity
Identity

Copying, modifying or
altering

Choices online

Online Relationships
Forms of communication
using technology

Risks and harm

Online communities

Support and trusted
adults.

Online Reputation
Information about others

Judgements and false
information

Online Bullying
Online bullying

Negative impact of playful
joking and teasing
(including ‘banter’)

Help and support

Trusted adults

Reporting concerns

Blocking abusive users

Helpline services

Buying things online and
problems

Sharing opinions or beliefs
online

True/untrue

Impersonation of living
things (e.g. bots)

Benefits and risks

Fake news/pretending
something is true when it
isn’t

Managing Online
Information
Benefits and limitations of
using different types of

search technologies

Being sceptical
Evaluating digital content
Choices

Information, reviews, fact,
opinion, belief, validity,
reliability and evidence
Information for different
agendas, e.g. website
notifications, pop-ups,

targeted ads

Commercially sponsored
information

Health, Well-being and
Lifestyle

Ways technology can

affect health and well-

being both positively (e.g.

mindfulness apps) and

negatively.

Strategies, tips or advice
to promote health and
well-being with regards to
technology

Benefits and risks of
accessing information
about health and well-
being online

Creating balance

Trusted adults and
professionals

Apps/games and payment

Online services and
consent to store
information

Responding appropriately
Digital age of consent and
the impact this has on

online services asking for
consent

Privacy and Security
Strong passwords

Free apps/services and
personal information

App permissions

Copyright and Ownership
Using the work of others.

Permission




Stereotypes and influence

Negative impact of fake
news

Hoaxes

Permission from a trusted
adult before purchasing

Year 6
Year 6 Self-image and Identity Online Relationships Online Reputation Online Bullying Managing Online Health, Well-being and Privacy and Security Copyright and Ownership
2BeSafe Online content relating to Impacts of sharing Positive online reputation Capturing bullying content Information Lifestyle Managing passwords Search tools to find and
gender, race, religion, something online as evidence Search engines and they Common systems that access online content
disability, culture and other Strategies to protect digital are selected and ranked regulate age-related Seeking help/support
groups Being kind and showing personality Reporting online bullying content Making references to and
respect for others online in different contexts Using search technologies Keeping software and acknowledging sources
Challenging and rejecting effectively Pressures that technology | apps up to date
Respecting boundaries can place on someone
Opinions versus facts Increasing privacy on apps
Issues online Taking or sharing Features of persuasive and services
inappropriate images of Influence, manipulation design
Feeling sad, worried, someone and the impact and persuasion Becoming a target
uncomfortable or for the sharer and others Strategies to limit the
frightened Persuasive design impact of technology on Strategies
Support health
Support Validity of ‘facts’ Terms and conditions
Online misinformation and
dis-information
Inaccurate or untrue
information
Identifying, flagging and
reporting inappropriate
content
Respect Perseverance Jo Forgiveness Kindness Love



